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POLICY 

It is the policy of THA Group to follow all federal and state laws and reporting requirements regarding identity theft.  Specifically, this policy outlines how THA Group will (1) identify, (2) detect and (3) respond to “red flags.”  A “red flag” as defined by this policy includes a pattern, practice, or specific account or record activity that indicates possible identity theft.

It is the policy of THA Group that - Performance Excellence is assigned the responsibility of implementing and maintaining the Red Flags Rule requirements.  Furthermore, it is the policy of THA Group that this individual will be provided sufficient resources and authority to fulfill these responsibilities.  At a minimum, it is the policy of THA Group that there will be one individual or job description designated as the privacy official. 
It is the policy of THA Group that, pursuant to the existing HIPAA Security Rule, appropriate physical, administrative and technical safeguards will be in place to reasonably safeguard protected health information and sensitive information related to patient identity from any intentional or unintentional use or disclosure.

It is the policy of THA Group that its business associates must be contractually bound to protect sensitive patient information to the same degree as set forth in this policy.  It is also the policy of THA Group that business associates who violate their agreement will be dealt with first by an attempt to correct the problem, and if that fails by termination of the agreement and discontinuation of services by the business associate.

It is the policy of THA Group that all members of our workforce are trained on the policies and procedures governing compliance with the Red Flags Rule.   It is also the policy of THA Group that new members of our workforce receive training on these matters within a reasonable time after they have joined the workforce.  It is the policy of THA Group to provide training should any policy or procedure related to the Red Flags Rule materially change.  This training will be provided within a reasonable time after the policy or procedure materially changes.  Furthermore, it is the policy of THA Group that training will be documented, indicating participants, date and subject matter.

PURPOSE 
To define the application of the Red Flags Rule within the scope of practice of THA Group and outline procedures to meet the requirements of the Rule.

PROCEDURE

I. Identify Red Flags

While caring for patients, THA Group may encounter inconsistent or suspicious documents, information or activity that may signal identity theft.  THA Group identifies the following as potential red flags:

1. Suspicious Documents – Red Flags

a. Identification document or card that appears to be forged, altered or inauthentic;

b. Identification document or card on which a person’s photograph or physical description is not consistent with the person presenting the document;

c. Inability to produce an insurance, Medicare, or Medicaid card;

d. Other document with information that is not consistent with existing patient information (such as a person’s signature on a check appears forged); and

e. Application for service that appears to have been altered or forged.

2. Suspicious Personal Identifying Information – Red Flags

a. Identifying information presented that is inconsistent with other information the patient provides (such as inconsistent birth dates);

b. Identifying information presented that is inconsistent with other sources of information (for instance, an address not matching an address on a driver’s license);

c. Identifying information presented that is the same as information shown on referral source documents that were found to be fraudulent;

d. Identifying information presented that is consistent with fraudulent activity (such as an invalid phone number or fictitious billing address);

e. Social security number presented that is the same as one given by another patient;

f. An address or phone number presented that is the same as that of another person;

g. Failing to provide complete personal identifying information at time of admission; and

h. Identifying information which is not consistent with the information that is on file for the patient.

3. Suspicious Account Activity or Unusual Use of Account – Red Flag

a. Change of address for a patient followed by a request to change the account holder’s name;

b. Mail sent to the account holder is repeatedly returned as undeliverable;

c. Notice to the Agency that a patient is not receiving mail sent by the Agency;

d. Notice to the Agency that an account has unauthorized activity;

e. Records showing medical treatment that is inconsistent with the medical history as reported by the patient;

f. Patient questions or complaints about services being billed but not performed;

g. Breach in the Agency’s computer system security; and

h. Unauthorized access to or use of patient account information.

4. Alerts from Others – Red Flag

a. Notice to the Agency from a patient, a victim of identity theft, a law enforcement authority or other person that it has opened or is maintaining a fraudulent patient account for a person engaged in Identity Theft.

II. Detect Red Flags

THA Group staff will be alert for discrepancies in documents and patient information that suggest risk of identity theft or fraud and will take the following steps to obtain and verify patient identity, as well as monitor transactions within an account:

1. Require certain identifying information such as name, date of birth, residential address, patient insurance card, driver’s license or other identification;

2. Evaluate discrepancies in patient information especially information from the referral source and what the patient or family is giving;

3. Verify the patient’s identity (for instance, review a driver’s license or insurance identification card);

4. Independently contact the patient;

5. Verify the identification of patients if they request information (in person, via telephone, via facsimile, via email);

6. Verify the validity of requests to change billing addresses;

7. Verify accuracy of insurance information; and

8. Evaluate patient questions or complaints about services being billed but not performed.

To further limit the risk of identity theft, it is the policy of THA Group to destroy financially sensitive documents such as credit card payment forms or checks no later than one year following discharge.

III. Respond to Red Flags
If an employee of THA Group detects fraudulent activity or if a patient claims to be a victim of identity theft, THA Group will respond to and investigate the situation.  If the fraudulent activity involves protected health information (PHI) covered under the HIPAA security standards, THA Group will also apply its existing HIPAA security policies and procedures to the response.  If potentially fraudulent activity (a red flag) is detected by an employee:

1. The employee should gather all documentation and report the incident to his or her immediate supervisor and - Performance Excellence.
2. The supervisor and - Performance Excellence will determine whether the activity is fraudulent or authentic.

3. If the activity is determined to be fraudulent, then THA Group should take immediate action.  Actions may include:

a. Review the referral documents obtained at time of referral and evaluate for any red flags that may be present.

b. Review the supporting and identifying information obtained by the admitting clinician at time of admission.

c. If possible, have one of the clinicians who served the patient meet the victim to see if they agree that this is not the patient they cared for.

d. If requested by the purported victim, sit down with the victim with the medical records in question and review the information to determine if the victim was the recipient of services.

e. If it is substantiated that the Agency’s medical record is not for services provided to the victim:

i. The medical record will be invalidated, and a notation will be made in the record to indicate identity theft.   

ii. The insurance company who has been billed will be notified of the situation and the Agency will refund any payment received on the claim.

iii. The ordering physician and any referral source will be notified of the situation.

iv. Appropriate documentation of the situation will be placed in the patient chart, both electronic and paper.

v. Appropriate law enforcement officials will be notified of the crime.

vi. Efforts will be made to determine the actual identity of the person who received services and collection for reimbursement of those services will be attempted.

vii. If the person is currently on services, Chief Clinical Officer will visit the patient, explain the situation and attempt to determine the person’s real identity.

viii. The patient will be discharged from services at this time as valid physician’s orders will not exist.

ix. If the patient still needs home health services, the Agency will consult appropriate legal authorities for guidance in this situation.

G:\Policies and Procedures\Administrative Policy and Procedure Manual\Ethics, Rights & Responsibilities\Prevention of Identity Theft (Red Flags Rule).doc

