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Management of Information & HIPAA


PURPOSE
To describe how the organization assures there is adequate protection against "viruses" that may damage our information assets, breach system security, or violate privacy and confidentiality of patient records.

PROCEDURE
1. Virus Protection Tools: 
The organization subscribes to a reliable, commercially available virus protection product and regularly installs the updates to assure it provides protection against any new or variant viruses.
2. Downloading Files: 
File downloading is permitted only for legitimate purposes related to our clinical and business operations. Downloading of files for personal use is prohibited. Files sent from unknown or suspicious sources shall either be deleted or authenticated before downloading and opening. All files must be scanned by virus protection software prior to opening or using them.
3. Routine Virus Scanning: 
A schedule for routine scanning of all system components is established and regularly performed.
4. User Education: 
As part of the new employee orientation, all new employees are trained in the virus protection policies and procedures. This includes training relative to user awareness of the potential harm that can be caused by a virus, how to prevent the introduction of a virus to a computer system, and what to do if a virus is detected. In the event of a high-risk virus situation, such as the national or local appearance of a major virus known or anticipated to be attacking computers, a notice/warning is issued to users. Users are trained to inform the Information and Administrative Systems staff at the appearance of any virus or related problems.
5. Requirement to Update This Policy:
This policy is reviewed and/or updated at least every three years or more often as needed. If any major changes to virus protection tools are made, the policy is updated prior to the new changes going into routine operational production.
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