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POLICY
THA Group may, in its sole discretion, provide computers and laptop computers or other hand-held or similar computing devices to employees for the express purpose of enhancing the productivity and operational efficiency.  The purpose of this policy is to establish general guidelines for the issuance and utilization of all such devices by leadership and personnel within THA Group.
GUIDELINES
1. All employee desktop computers, laptops, PCDs and PDAs shall be used for the sole and express purpose of conducting official business and maintaining the operations of THA Group. Use of all such devices is subject to the Technology Usage Policy. 
2. An employee may be issued equipment, such as a desktop computer, laptop, PCD, PDA, phone, etc. for the performance of specific job-related duties and responsibilities and as determined by the Department Leader ONLY if:

· Employee is in a scheduled position and has an “active” employment status; and

· Employee’s job-related duties and responsibilities require regular and systematic use of the equipment; or

· Employee is required to perform the majority of his/her duties away from his/her primary work location; and

· Employee has a frequent or regular need to perform a significant portion of his/her duties during off-hours and on weekends necessitating the need for issuance of equipment.

3. Although issued to an individual employee, all computing devices are considered the personal property of the organization and shall be returned upon separation of employment with THA Group, after reassignment of job duties or immediately upon request at any time by THA Group.  If an employee is scheduled less than full time, they may be requested to return equipment to the community office where assigned and /or share equipment if necessary.  Employees may also be asked to turn in their equipment if on an extended vacation or leave of absence.
4. Equipment is subject to inspection at any time by the department leader or IS department and will also be inspected at time of returning the equipment.  Employees may be responsible for damages due to misuse for anything beyond normal wear and tear.
5. All computing devices owned and issued by THA Group to employees may include the organization’s software image and any such additional software installed for specific administrative tasks or specific THA Group supported instructional programs. The installation of any other software images or applications on such devices is restricted and shall remain the legal and financial responsibility of the employee if such authorization for installation is secured in advance from the IS department.
6. Employees are expected to take all appropriate measures and precautions to prevent the loss, theft, damage and/or unauthorized use of services and shall include the following:(See also Equipment Issuance Form)
· Keep equipment in a locked and secured environment when not being used;

· Do not leave computing devices in a vehicle for a prolonged period, especially in extreme temperatures;

· Keep food and drinks away from all computing devices and work areas;

· Do not leave computing devices unattended at any time in an unsecured location (e.g., an unlocked car or office); and

· Keep computing devices in sight at all times while in public places, such as public transportation, airports, restaurants, etc.

· Do not share your login and/or password with any other person(s) or attempt to access a computer system with a security code other than your own.  You must immediately notify the administrator if someone gains access to your security code or you suspect that someone has gained access to your security code.
· Refrain from loading any software that was not expressively approved by the administrator.  In addition, do not change any settings that were not expressively approved by the administrator.

7. Should an employee’s equipment be lost or stolen, the employee must immediately report the incident to his/her immediate leader and IS department. If equipment is stolen, the employee must obtain an official police report documenting the theft; and provide a copy of the police report to his/her immediate leader and IS department. Failure to take proactive measures to prevent loss and adhere to procedures, may result in the employee being held legally and financially responsible to THA Group for the replacement of the equipment.

8. Cell phone Hotspots are to be used for business purposes only. All Hotspots are to be turned off when not in use. Failure to appropriately manage the hotspot and ensure it is not turned on when not in use for business purposes may result in additional charges for data usage.  These additional charges may be the responsibility of the employee responsible for the phone if not managed appropriately.
9. For all warranty and non-warranty repairs and maintenance of all such computing devices, the employee must contact the IS department.  For damage that is not covered by the warranty or other insurance policies, the organization is responsible for determining whether it wishes to financially support the repair and/or replacement of such computing device.  If the damage is due to the negligence of the employee to properly care for the equipment, the employee may be held financially responsible for the repair or replacement. 
10. THA Group is under no legal, financial or other obligation to provide for a replacement computing device to any employee whose device is lost, stolen or damaged.

11. THA Group may add security and other tracking technology to all computing devices and all such usage is subject to leadership review, monitoring and auditing by the organization. Other audits may be performed on the usage and internal controls.

12. Non-compliance with any policies or procedures regarding Company Issued Equipment will result in appropriate corrective action and/or reimbursement of all costs to THA Group.  
13. All employees that are issued equipment must sign the Equipment Issuance Form to document any deficiencies with the equipment beyond reasonable wear and tear.  They will also acknowledge that they are financially responsible for any loss, theft, misuse or damage due to their negligence to properly care for the equipment issued to them and that payment will be deducted from their paycheck to repair or replace the item(s).
Stipend

In lieu of receiving equipment, an employee may be offered a stipend.  The same eligibility guidelines as stated above apply to those eligible to receive a stipend.  The stipend for full-time employees who are eligible for a phone stipend is $45 a month.  Part-time employees will receive a stipend on a prorated basis at a rate of $25 a month.  Casual or PRN employees may also be eligible for a stipend at a rate of $15 a month.  A Casual or PRN employee may be eligible for a stipend under unique circumstances where the Casual or PRN employee may be required to have regular use of their phone based upon business need.  For definitions regarding employee classifications, please see the Employee Classification Policy.  [image: image1][image: image2][image: image3]
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