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PURPOSE 

                          To the define steps to be taken in order to back up information systems in the event the organization loses any data and must restore the systems, and to plan for operations to continue during an interruption of service, such as system downtime, brief power outage, or other limited disruption of the systems. The focus is on protective measures of data and systems to restore them to the state preceding any interruption of service.


See separate policy and procedure for Disaster Recovery Plan addressing 
extensive damage and extended outages due to disaster or catastrophe. 
DEFINITIONS

Contingency planning (HIPAA) - a general term that includes criticality analysis, back up, disaster recovery planning, emergency mode operation, and testing and revision of plans.

Contingency planning (this organization) - the steps taken to operate during a brief interruption of information systems service, often referred to as "downtime." In HIPAA, this is equivalent to emergency mode operation. The frequency of unplanned downtime should be tracked and the reason for the downtime investigated for improvement.
Back up:
NAS – Network Attached Storage – A backup device for storing information at high rates of speed for multilevel, continuous backup protection.  Backups are scheduled to take place several times a day to provide greater recovery protection.
Replication Partner – A remote site NAS device that receives all information stored on the host site NAS.  This remote NAS is necessary in the event the host site is critically lost.

Snapshot – A backup technology that allows for multiple backups to take place per day, tracking the changes that take place in data, de-duplicating those changes, and storing them for easy recall.

Disaster recovery planning - the preparation for the event of a disaster in which information systems are destroyed or significantly inoperable for an extended period of time. Disaster recovery planning usually includes a test of the planning and any revisions made to improve the process.

Criticality analysis - the prioritization of information systems for the extensiveness of their back up, contingency and disaster recovery planning, and restoration testing. More critical systems are those directly related to patient care or high priority business functions. Criticality analysis assumes that not all systems will necessarily be backed up in the same manner or treated the same in an emergency or disaster.

More critical systems - those directly related to patient care or high priority business functions. Criticality analysis assumes that not all systems will necessarily be backed up in the same manner or treated the same in an emergency or disaster.

PROCEDURE
1. Criticality Analysis
a. Clinical Information Systems

The following systems and associated data from them are considered critical to the ongoing provision of patient care, and all reasonable efforts are made to have them operational and accessible at all times.

For these clinical systems, consistent with good practices and/or as suggested by our vendors, each system is backed up as follows:

· Netsmart Technologies to back up Homecare Advisor and Hospice Advisor
· HomeWorks (Cerner)
· Daily, automated backup of data

· Daily, snapshot of virtual server operating system and application configuration

· Microsoft Dynamics / GP – Account Server

· Daily, automated backup of data

· Daily, snapshot of Microsoft Dynamics application and server operating system

· THA-FS1 – File Server

· Daily, automated backup of data

· Every three hour, snapshot of shared files

· IHC-Exchange – Email Communications Server

· Daily, automated backup of data

· THA-Desktop

· Daily, automated backup of server hardware

2.  Generations and Storage of Electronic Backup Media
a. Backups are performed on an automated basis as set forth by the IT team.
· Information Systems keeps 7 backups of full system states

· Information systems keeps as much as 30 days of shared file changes

b. All copies of NAS backup are replicated at least once daily to a replication partner

3.  System Back-up Log
a. In order to provide evidence that systems were properly backed-up and verified, a log is maintained documenting back-up activity. The log is maintained by the IT team. Each individual back-up job that is run is recorded automatically by the system being backed up.

b. The log is initialed to indicate the job was run. Following each back-up, system messages are reviewed to verify that the right jobs were run, and that they ran to completion without problem. Logs are stored and accessible for review for at least a 12-month period.

4. Backup File Validation and Testing
a. As part of the routine back-up procedure, reports and logs generated by the system are reviewed to ensure that the back-up job ran successfully to completion and backed up specified files.

b. At least monthly the back-up files are tested to ensure they are complete and able to work successfully in restoring the system. This is done by attempting a full recovery/restore on a computer/site arranged for use in emergencies.

Requirement to Update This Policy
This policy is reviewed and/or updated every three years, or more often as needed. If any major new systems are added or replaced, the contingency plan is updated prior to the new system going into routine operational production.
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