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	· Island Health Care

· Island Hospice

· Independent Life at Home

· Ideal Aging

	
	Included in the following THA Manual
	Administrative Policies & Procedures

Environmental Safety & Equipment Management


PURPOSE 

To the define the steps that are taken in the event a disaster or catastrophic event occurs that renders the organization’s information systems unusable for an extended period of time, typically for a period anticipated to exceed 5 days.  Examples of such events include fire, flood, tornado, hurricane, and explosion. The focus is on developing plans to enable quick and effective replacement of key systems and IT environment to enable us to operate key systems following a disaster.

PRIORITIES
Critical Systems

The following systems are deemed most critical to the on-going operation of the organization’s practice. In the event of disaster, priority is assigned to getting these systems operating at a minimally acceptable level:
· Network hardware

· Switches and cabling

· Virtualization Servers

· The basic systems required to restore the virtual machines that run and host THA Group servers and information

· THA-HyperV01

· THA-HyperV02

· THA-Desktop

· IHC-Exchange

· Remote Desktop Server

· Necessary to allow users across the organization to access THA Group applications and information

Non-critical systems

Non-critical systems are restored or recovered after critical systems are operational, and on a "resource available" basis. The manual or paper based procedures described in the Criticality Analysis, Backup and Contingency Planning Policy are used until systems are restored.

RESOURCES
In the event of disaster, it may be necessary to retrieve one Ready NAS backup device to re-create many different resources, including: 
· Software applications 

· Data

· Processing capability and computer equipment

· Telecommunications equipment 

· Network

· IT staff and management 

· Office space, equipment and supplies 

PROCEDURE

1.  Strategic Options for Technical Configuration

A variety of strategies can be used to reestablish a working environment, with the strategy potentially differing based on software application or other criteria. In the event of a disaster the branch office employs the following strategy or strategies:

a.  On-site Recovery
In the event current space is able to be used shortly following the disaster, but key components of the IT resources need to be replaced, arrangements have been made with the appropriate vendors to provide and set-up equipment, network services and supply temporary staff, if necessary, on short notice.


2.  Restoring the System

The organization strives to maintain a constant state of readiness for a disaster by maintaining the following resources:
a. Current technical configurations and requirements are maintained by Information Technology Pioneers, Inc.
b. Current copies of software applications, operating systems, databases and other software related resources are maintained for each of our critical systems inside the data backup as described in the Criticality Analysis, Backup and Contingency Planning Policy.
c. Data, Server, Criticality Analysis, Backup and Contingency Planning Policy Application and files are backed up regularly as described in the. A secure copy is kept at THA Group/Island Health Care, Inc. located at 3 West Perry Street, Savannah, GA 31401.

DURING AN ACTUAL DISASTER
1. Due to the considerable cost, effort and disruption caused by implementing the disaster plan, the organization is prudent in declaring an information systems disaster. As soon as possible after the disaster or catastrophic event, an assessment of system technical capabilities (i.e. ability to continue information systems operations) is made by the Chief Technology Officer & VP of Administrative Systems or designee in the event that the Chief Technology Officer & VP of Administrative Systems  is unavailable. 
2. Findings are immediately reported to the Chief Technology Officer & VP of Administrative Systems or designee. Based on options and information available, the Vice President or President/CEO makes the determination of whether or not to declare a disaster.

PLAN UPDATE
This plan is reviewed and (or) updated at least every three years or sooner if needed. If any major new systems are added or replaced, the disaster plan is updated prior to the new system going into routine operational production.
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